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DevSecOps is emerging as a key
component in organizations’ efforts
to build strong security into all the
software products they deliver.

Adoption and implementation of DevSecOps methodology
involves multiple facets of organizations, and brings together
security and development professionals in a joint mission to
deliver products that are both high in quality and secure.
As with many other technology initiatives that have
incorporated automation into their fold, automation is an
important part of DevSecOps as well. This ebook describes
the principles of DevSecOps and how automation can help
organizations maximize its benefits.
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CHAPTER 1 DevSecOps—What is it and Why Should Organizations Care?
ALTHOUGH CYBERSECURITY SHOULD BE A TOP PRIORITY
WITH ANY PRODUCT ORGANIZATION, the fact is oftentimes
development teams find it hard to include cybersecurity as
part of their development workflow.
The primary focus of development teams is to get products
into production as quickly as possible and product security is
often seen as a hindrance to swiftly completing work. There are
several reasons for it, none of which are related to not having
the desire to do so.

➞

Lack of proper tools: Development teams don’t have the
proper tools to test for vulnerabilities and remediate them
during the development process.

➞

Lack of workflow integration: In order to test for
vulnerabilities, the developers have to use tools outside
their workflow, which adds complexity and time.
Workload: Oftentimes, development teams are working on
multiple products that span multiple business units and
geographical regions making it very difficult to implement
security controls without a unified, central approach.

➞

➞

Lack of coordination: Product security and
development teams often work in silos which leads to
miscommunication and lack of checks and balances. One
example is putting security before a product is delivered
for production. This lack of coordination adds to friction
between teams and delays in time-to-market, not to
mention potentially insecure products.

This presents a major problem, not only for the company that
produces the software, but for any individual or organization
that uses it. Many of today’s biggest security threats result from
untested or overlooked vulnerabilities in software products.
The executive order on improving the nation’s cybersecurity,
announced in May 2021, focuses largely on the issue of
software-based threats. It noted that the development of
commercial software “often lacks transparency, sufficient focus
on the ability of the software to resist attack, and adequate
controls to prevent tampering by malicious actors.”
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CHAPTER 2 Defending Against Threats Through Automated DevSecOps

Did you know? In 2020, the percentage of codebases
containing vulnerable open source components rose
to 84% —a 9% increase from 2019.

INTRODUCTION
THERE IS A PRESSING NEED TO IMPLEMENT MORE RIGOROUS AND
PREDICTABLE MECHANISMS FOR ENSURING THAT PRODUCTS
FUNCTION SECURELY, AND AS INTENDED, the executive order
from May 2021 notes. The security and integrity of “critical
software”, software that performs functions critical to trust is a
particular concern, it said.

on software vendors to immediately identify, mitigate, and
patch the wide array of products using this software. In
addition, software vendors needed to communicate with their
customers to ensure end users were aware that the product
contained the Log4j vulnerability and that they should prioritize
software updates.

The order called on the federal government to create
guidelines including criteria that can be used to evaluate
software security, evaluate the security practices of the
developers and suppliers themselves, and identify innovative
tools or methods to demonstrate conformance with secure
practices. It also established a number of mandates designed
to enhance software security.

It is also critical to know all of the components present within
your software for optimal security. Software usually consists
of multiple components sourced from open source or a third
party which do not undergo rigorous security testing. This leads
to potential vulnerabilities finding their way into a software
product. This has been collectively termed as the “software
supply chain risk”. Implementing an automated DevSecOps
framework that accounts for supply chain risk can help ensure
that proper, thorough attention is given to this critical issue.

Consider one of the more recent software-related security
flaws and its potential impact. In December 2021, the
Cybersecurity and Infrastructure Security Agency (CISA)
announced it was working closely with public and private
sector partners to proactively address a critical vulnerability
affecting products containing the Log4j software library.
The vulnerability, which CISA said was being widely exploited
by a growing set of threat actors, presents an urgent challenge
to network defenders given its broad use. The agency called

The most effective way to defend against the rising number
of software-related threats is to make cybersecurity a basic
component of the technology lifecycle—and that’s precisely
what DevSecOps is designed to do. The model integrates
security into every phase of software development, from the
design through integration, testing, deployment, and delivery of
the final product.
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CHAPTER 3 The DevSecOps Framework

The DevSecOps model also helps to promote the concept
that cybersecurity is the responsibility of everyone in
the organization, making security an innate part of the
development process.

DEVSECOPS, WHICH IS AN OFFSHOOT OF THE DEVOPS
METHODOLOGY, is a proactive approach of integrating
cybersecurity as part of the DevOps methodology. It
anticipates possible threats and vulnerabilities and addresses
them before software is released in production to users. The
security team continually reviews, audits, and tests software
code for security issues, and it remediates any issues as soon
as they are discovered.
A DevSecOps team typically includes an array of professionals,
including a CISO or other senior-level cybersecurity executives,
security champions who serve as the liaison between
the development and security components of the team,
software developers, security managers and specialists, and
most recently, depending on the size and industry of the
organization, compliance officers.
Deploying a DevSecOps framework within the development
process can benefit organizations in a number of ways.
1.
2.
3.

Development teams can deliver secure code quickly,
without sacrificing productivity.
Development teams can make sure that they
automatically follow compliance requirements.
Organizations can save money by avoiding the need
for costly and time-consuming revisions later on in the
development process.

Without DevSecOps, if a team needs to fix a security flaw late
in the development process, it might need to repeat steps and
lose valuable time. And ultimately, DevSecOps can help prevent
software-based security flaws that cyber criminals can exploit
and use to carry out attacks that cause significant damage.
In addition, DevSecOps can introduce a framework that teams
can repeat and ensure that teams are applying cybersecurity
controls consistently throughout the Software Development
Life Cycle (SDLC). The model also helps to promote the
concept that cybersecurity is the responsibility of everyone
in the organization, making security an innate part of the
development process.
DevSecOps can help ensure product security. With software
playing such a vital role in virtually all aspects of digital
businesses today, making sure software products are free of
vulnerabilities is extremely important.
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CHAPTER 4: Automating DevSecOps
DevSecOps helps to enable a “shift left” approach to DevOps
methodologies. This refers to the practice of ensuring that
product security controls are considered and applied at
the earliest stages of the SDLC. Shifting left means moving
processes, such as cybersecurity protections and testing,
toward the left on traditional linear depictions
of the SDLC.
Automation can play a big role in making DevSecOps an
effective strategy for companies. But why is automation
needed? There are several reasons why this needs to be an
automated process.
➞

Part of the workflow: Security is baked into the workflow
and is not an external step. Security is therefore not an
afterthought and skipped by the development team(s).
—
—

—

By removing manual steps, automation can:

Drive better focus on development and product
delivery so teams do not have to worry about
discovering and remediating vulnerabilities.

Reduce the mistakes that can come from a manual
approach. Humans make mistakes, and mistakes
related to software security can be costly.

➞

Transparency: Automation is needed because it creates
more transparency in the end-to-end development
life cycle. This is important when teams need to identify
when or how certain actions were taken to address a
vulnerability, or make some other change.

➞

Integrated Security: Security is not sacrificed for speed.
Rather than being cast aside or treated as an afterthought,
security becomes part of the development process, but in
a way that does not slow down the process.

➞

Better coordination among teams: Coordination and
harmony between the development and product security
teams is something organizations need if their DevSecOps
efforts are to be truly successful.

In today’s fast paced software product development
environment, the benefits of automating DevSecOps can
result in a number of benefits for organizations. For instance,
it can enable quicker delivery of software products to end
users. This is especially important in today’s fast-paced digital
environment, whether the products are intended for internal
use or for outside customers, as it provides much needed
structure and efficiency without sacrificing quality or agility.
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CHAPTER 5 Automating Compliance
AUTOMATING DEVSECOPS CAN ALSO MEAN AUTOMATING
COMPLIANCE BASED ON THE COMPLIANCE FRAMEWORK FOR
DEVOPS.

logs can ensure audits go quickly and smoothly. If not,
organizations could face consequences such as fines or in
some extreme cases, halting of operations.

Cybersecurity compliance can include internal security
compliance and external regulatory compliance—and both
are equally important. Some industries, such as healthcare,
financial services, and the public sector, are more heavily
regulated than others in terms of data security and privacy.
Using the right cybersecurity controls, such as vulnerability
management, allows organizations to automate compliance
validation and reporting to pass audits with ease, avoid costly
fines, and lawsuits.

The goal of a compliance audit is to determine whether a
scanned configuration, asset, system, or environment is in
compliance with certain standards or security policies, which
can be specific to an industry or an organization.
Current security and compliance processes are largely manual,
mainly due to the lack of a clear automated framework and
focus on individual controls. Because of this manual approach,
more often than not the process does not alert when violations
of compliance requirements occur.

One of the key components of compliance requirements is
security, and more specifically how software is developed
and how information within that software is secured. Auditing
is the core function that determines whether an organization
is in compliance with regulations. An automated compliance
framework that accounts for the tools, the reports, and audit

Consequently, problems are detected much later in the
software development process, putting systems at risk of
exposure and exploitability. In some cases, companies have to
bear fines when such noncompliance goes undetected until
the audit process. These problems and challenges can be
addressed by automation.
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CHAPTER 6 A Sense of Urgency

INTRODUCTION
1. DevSecOps—What
is it and Why Should
Organizations Care?

BUILDING STRONG SECURITY INTO SOFTWARE PRODUCTS IS
NOT A LUXURY FOR COMPANIES; it’s extremely important and
even essential for preventing breaches, ransomware, and other
incidents that can cripple companies, and even impact their
supply chains.
The financial impact of attacks can be significant, and the
tallies continue to rise. The Cost of a Data Breach Report 2021 by
Ponemon Institute and IBM showed that the average total cost
of a data breach increased by nearly 10% in 2021 compared
with the previous year, the largest annual cost increase in the
last seven years. The average data breach cost was $4.24
million in 2021, the highest average total cost in the history of
the report.
The average cost was $1.07 million higher in breaches where
remote work was a factor in causing the breach, compared
with those where remote work was not a factor, according to
the report. Data breaches that took longer than 200 days to
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Get started with Rezilion to automate
DevSecOps for your organization.
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Visit us at www.Rezilion.com.

4. Automating
DevSecOps

identify and contain cost on average $4.87 million, compared
with $3.61 million for breaches that took less than 200 days.
Overall, it took an average of 287 days to identify and contain a
data breach, seven days longer than in the previous report.
All of this points to the need for a sense of urgency when it
comes to identifying and fixing software vulnerabilities as
quickly as possible. Launching a DevSecOps strategy and
automating processes are big steps toward reducing risks
considerably.
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